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Control Server Option

Take control of ALL the removable data storage devices and media in your organization.
Defender Collection Control Server allows security and compliance

leaders and network administrators to control, manage and audit the removable

data storage devices used by their organizations.

This powerful web-based software application is designed for use with our Defender
Encryption software on client PCs, devices, to manage policies for removable media.
Administrators can set policies for users, removable device types (e.g. USB flash drives,
external hard drives, iPods, or individual devices, based on brand, model or serial
number),passwords, off-network usage, encryption, or device usage—all tied to robust
reporting and forensic auditing capabilities. Administrators can also block files by
name or type that represent risks of data leaks or virus/malware propagation.

SOME OF THE FEATURES AND BENEFITS

e Provides robust policy definition enforcement and tracking of removable
data storage devices.

e Offers policy management controls for administrators and security and
compliance officers-such as password creation and enforcement, length,
special characters, re-authorization interval settings, and automatic drive
authorization and of course encryption.

e Allows administrators to REMOTELY revoke devices exposed through loss
or theft.

e Helps administrators assist users remotely recover lost or forgotten
passwords.

e Retains audit trail of what files are stored and used on each drive, plus
details on where files are copied to from the device.

Call us or visit blueloyal.com for further details.
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